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Objective 

The objective of this paper is to provide a compelling argument for use of predictive 

modeling and its accompanying real-time assessments in mitigating healthcare fraud and 

abuse, similar to what is used in Financial Services today. 

 

This paper will review the components for building a fraud predictive model.  It will also 

summarize model prototype results and provide insights on how to utilize a fraud and 

abuse predictive model to create the best possible prevention techniques for its key 

stakeholders. 

 

Problem Statement 

Healthcare fraud prevention techniques and technology have not advanced to a level 

commensurate with other industries in reducing fraud.  Not only is the fraud prevention 

infrastructure obsolete, it resides in the “back-end” of the claims payment process.  This 

outdated fraud detection methodology is ineffective, rules based on human judgment.  In 

fact, the rules used to detect fraud are often published and available in the public domain. 

Additionally, these antiquated systems do not adjust for changing patterns of fraud 

behavior, so they continue to get more outdated and ineffective as time passes.   

 

The estimates for healthcare fraud and abuse are staggering.  The general public hears 

estimates given by experts and media ranging from tens of billions to hundreds of billions 

of dollars.  The fact is that abuse is growing and we do not currently have a viable and 

cost-effective solution.   

 

In 2002, a study by the Government Accountability Office estimated that 1 out of every 7 

dollars paid to Medicare is lost to fraud.1  While fraud can be committed by patients, it is 

estimated that the vast majority is perpetrated by healthcare providers.2   
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While there are no accurate national estimates of the extent of Medicare fraud, there is 

little doubt that it is substantial.  One indication of the staggering dimension of this 

problem is the shear size and boldness of some fraud schemes that should never even 

exist.  

 

Fraud schemes are obvious and so ridiculous that it is incomprehensible that they do 

exist.  For example, a report by the OIG has documented of the following types of 

fraudulent activity:3 

 

1. Over $27 million in 10 states was paid for services provided to Medicare 

beneficiaries after the beneficiary’s dates of death  

2. Claims were paid for beneficiaries who had been deported or who were in 

prison 

3. Over $60 million in claims were submitted on behalf of physicians who had 

died   

 

It isn’t the size or even the audacity of these schemes that is the most alarming, it is the 

fact that if this kind of abuse exists, it is an indication that there are many other kinds of 

fraud and abuse that may not be as obvious or as blatant. These fraud examples are 

merely indications that it is so easy to defraud the healthcare system that perhaps 

everyone is doing it. 

 

Fraudulent activities have been uncovered in multiple states, among multiple provider 

types, and for all service types including physicians, hospitals, durable medical 

equipment, laboratories and home health.  However, little is known about the distribution 

of fraud across these different dimensions.  A 2009 study of improper payments to home 

health agencies (HHA's)—covering six states with the highest growth in Medicare home 

health spending—found evidence of fraudulent practices including upcoding, payments 
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to physicians for referrals, payments by HHA's to beneficiaries for use of their Medicare 

identification numbers, and billing for services that were not provided.4  A 2008 report 

focused on suppliers of durable medical equipment, prosthetics, orthotics, and supplies 

(DMEPOS) and found that procedures for review of applications for Medicare billing 

numbers were inadequate to prevent illegitimate companies from improper billing.  Thus, 

it seems likely that the types of fraud—and therefore the approaches to measuring 

fraud—may vary by type of provider and type of service.5 

 

The source of disruption needed to break this pattern of flagrant fraud and abuse of 

government healthcare benefit programs does not have to be a new concept.  The 

Financial Services industry has an infrastructure that has been validated as stable and 

efficient over the past several decades.  It is not unreasonable to think that we can create a 

healthcare fraud solution with similar effectiveness, standardization and efficiencies.  

There is an immediate opportunity to advance beyond the existing healthcare system by 

borrowing proven tools, modeling paradigms and technology from Financial Services and 

enhancing them with best practices and knowledge of the healthcare market.  

 

The decision is in the hands of the key stakeholder’s (CMS, DOJ, private healthcare 

payers) on how to proceed.  There can be a culture of “not invented here” and “this is our 

territory” so leave us alone.  In order to move beyond these protective, narrowly focused 

mentalities to the next step, leadership needs to be willing to seize the opportunities by 

testing new ideas and technology, but at the same time utilizing appropriate control and 

due diligence to ensure the appropriate transfer of technology to the healthcare industry.   

 

The payoff in changing “how things have always been done” in healthcare is huge.  

When the first real-time predictive scoring solutions were introduced in Financial 

Services, fraud losses were reduced by almost 50%.   
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Executive Summary 

With the recent focus on universal insurance coverage by President Obama, legislators 

and constituents have been looking for ways to finance insurance expansion through 

waste, fraud and abuse mitigation savings.  The obstacle to overcome is to make the plan 

budget neutral.  Right now, the focus is on reducing approximately $500 billion in 

healthcare spending over ten years through waste and abuse reductions in Medicare. 

 

While this is an admirable approach, the likelihood of this occurring utilizing current 

methods is unrealistic.  A chart shared at a recent CMS Town Hall meeting shows the 

incidence of identifying healthcare payment errors post-payment over the past several 

years.  While healthcare spending has been increasing, identification of post-payment 

errors has been flat at roughly 3%.6  

 

 

 

 

 

 

 

 

 

 

 

It is difficult to ascertain whether the flattening rate is due to improved detection methods 

for the current pay and chase strategy, or a denominator result.  Regardless of the answer, 

the positive news is that members of CMS and legislators are willing to try new methods 

to mitigate healthcare fraud and abuse going forward.   

 

Year

Total
Medicare FFS

Payments Overpayments Underpayments

Total
Improper
Payments Error Rate

Nov 2003 $199.1 B $20.5 B $ 0.9 B $12.7 B* 6.4%*

Nov 2004 $213.5 B $20.8 B $0.9 B $21.7 B 10.1%
Nov 2005 $234.1 B $11.2 B $0.9 B $12.1 B 5.2%

Nov 2006 $246.8 B $9.8 B $1.0 B $10.8 B 4.4%

Nov 2007 $276.2 B $9.8 B $1.0 B $10.8 B 3.9%

May 2008 $276.2 B $9.3 B $0.9 B $10.2 B 3.7%
*Note:  These entries have been adjusted to account for the high provider non-response 

rate in 2003.  Had the adjustment not been made, the improper payments would have 
been $21.5 B and the national paid claims error rate would have been 10.8%.
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In testimony before the United States Senate Committee on the Judiciary, on May 20, 

2009, Malcolm K. Sparrow, a prominent expert on fraud, said that healthcare fraud and 

abuse costs hundreds of billions of dollars per year, with the actual figure anywhere from 

$100 billion to $400 or $500 billion.7  Additionally, overall healthcare spending is 

projected to grow to $4.4 trillion by 20188, approximately 20.3% of GDP.9  Using the 

growth of healthcare spending and the testimony of Malcolm Sparrow, there is a 

tremendous opportunity to identify incremental fraud and abuse not identified through 

current pay and chase methods today. 

 

Today in Financial Services, real-time assessments are made at the point of service for 

purchases by consumers.  There isn’t a credit card holder who hasn’t been contacted by 

their issuer during a business trip or after a large out-of-pattern purchase.  In the early 

1990’s methodology didn’t exist for such proactively fraud prevention.   It was 

judgmental, rules-based detection criteria.  This is very similar to what is used in 

healthcare today…health insurance policy edits.   

 

The opportunity exits to utilize proven solutions, such as predictive models and real-time 

assessments, from Financial Services, and improve them based upon best practices from 

healthcare.  In the early 1990’s, an innovative fraud solution was implemented that set the 

standard, and identified incremental fraud that previously went undetected.   

 

You can see in the graph below the estimated impact of this innovative solution; a 50% 

reduction in fraud and abuse due to implementing a real-time predictive solution in the 

credit card industry.   
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Utilizing the success of Financial Services, analysis was completed on a de-identified 

Medicare sample to ascertain the likelihood of identifying fraud and abuse using these 

methods.  Several findings were uncovered: 

 

 Building and utilizing the appropriate predictive solution requires mining the full 

patient record for assessing risk of each claim or provider.   

 An appropriate development approach must treat claims risk and provider risk as 

two separate evaluations.     

 The robustness of the additional information is only captured by someone who is 

familiar with the market and the Medicare claims processing/data.  Additionally, a 

commercial market model will be significantly different than a Medicare model in 

performance and false positive rates.   

 It is important to review the health of the patient and the subsequent and the type 

of care they received.  It is also important to remember that providers that 

perpetrate fraud have a clear understanding of policy edits and look for valid 

methods to mask their act. 
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 It was determined during analysis that geography was an important factor in 

assessing fraud and abuse risk.  Each geography has different behaviors and it is 

important to include this dimension in each predictive model.   

 

Simple claims profiling and analysis also identified beneficiaries with 4 or more carriers 

in a Medicare sample.  This analysis was only able to be performed through use of a 

cross-carrier sample.  It is not different than how a Financial Services credit card issuer 

uses credit bureau information to get additional performance on one of their card holders.   

 

On a state by state basis there is substantial variation with beneficiaries with 4 or more 

carriers.  In our sample, over a dozen states had at least 1% of their beneficiaries with 

claims activity processed through 4 or more carriers.  While a northern state beneficiary 

wintering in a southern state could easily have 2 or more carriers, it is quite unusual for 4 

or more carriers.  This suggests possible systemic abuse that could be correlated with 

fraud rings or other organized abuse activities.  
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Another complimentary approach evaluated was considering the resource use in a claim 

relative to the illness burden reported.  A metric for resource use in Medicare is the 

financial effort associated with procedure codes.  Illness burden can also be inferred from 

diagnostic information on the claim.  The relationship between resources use and illness 

burden can provide great insight for a predictive model on fraud and abuse.   

 

In the case below, a multidimensional approach was made with a custom attribute built 

with financial effort.  You can see the claims outliers in the lower left hand corner of the 

diagram, where more physician time is being provided for patients with relatively lower 

illness burden.   This does not provide a absolute measure of outlier fraud.  Instead, it 

provides a set of claims that would warrant additional investigation that could ultimately 

lead to medical claim denial – but only if clear evidence of abuse is present. 

 

 

 

 

 

 

 

 

 

 

Predictive solutions can be utilized in many ways.  They can be used to identify suspect 

claims for fraud and abuse that require payment intervention.  A model can also be 

utilized to estimate the fraud and abuse rates within an identified population.  This is 

important for budgeting and resource purposes.   

 

Another beneficial example of using a predictive model is profiling a population.  In the 

simple example below, a Medicare predictive fraud solution was scored in each state to 

Financial Effort 
versus Illness 

Burden

Financial Effort 
versus Illness 

Burden
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assess their riskiness.  You can see in the example on how some states have higher than 

average risk, based upon their fraud and abuse risk scores.  This method can be utilized to 

identify break-out fraud rings or understand where more resources should focus on 

certain geographies to attack fraud and abuse. 

 

 

 

 

 

 

 

 

 

 

 

In the overview provided and the simple analysis results supplied, you can see there is the 

opportunity to utilize more analytical methods, supplemented with predictive modeling 

methods and real-time assessments, to advance beyond today’s method of hard-coded 

policy edits that are made post-payment. 

 

 

How to Get the Best Results 

Questions to Ask Yourself 

Before you start your modeling project, you must define problem statement correctly?  It 

will help you create or identify the right solution.  Ensure you ask more than one question 

to get the best possible solution.  Below are a couple thought provoking questions: 

State Mean of Transaction
‘Screen’ Score

361-384

358-361

343-358

State Mean of Transaction
‘Screen’ Score

361-384

358-361

343-358
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 Is your current methodology obsolete – it doesn’t adapt for new fraud and abuse 

types or completely misses populations of fraud and abuse 

 Are you looking “deep enough” to identify fraud and abuse – does your current 

method only review a small percentage (e.g. < 1%) of the population due to 

inefficient manual methods or lack of resources 

 Do you have a lack of information or data to detect fraud and abuse 

 Are  you concerned with how to interact with providers or customers – is there a 

fear you will anger providers and consumers if you ask for addition information 

 

Implementation 

After you ask yourself what your predictive solution will solve for, you must ask 

yourself, how will the predictive modeling solution will be integrated into your system?   

 

Ensure your solution is modular and can be integrated anywhere in the healthcare value 

chain – don’t tie your solution into a hard coded system.  Key decision makers must 

contemplate the sophistication of their scoring platform to maximize its effectiveness.   

 

Several capabilities similar to Financial Services should be researched: 

 High volume, fast, real-time IT solution  

 Enterprise Service Bus with Service Oriented Architecture 
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 Capability to monitor consumer transactions in real-time and monitor provider 

behavior at different stages within the transaction flow based upon provider, 

transaction and consumer trends - this approach allows for the identification of 

provider and claims excessive usage patterns and trends that differ from similar 

peer groups.  

 

Build the capability to provide reason codes for your predictive model scores.  Reason 

codes must be readily available and accompany your scores when taking action on a 

population.  Also, understand the result of actions taken due to using your score.  Make 

sure your system is set up with a feedback loop to capture and receive action results of 

your strategy. 

 

Infrastructure Considerations 

Behavior Pattern technology that provides the capability to compare a provider’s current 

behavior to their own past behavior and to compare a provider’s current behavior to that 

of other providers in the same specialty and geographic location is a complicated 

technology requirement to build.  Plan out not only how this process occurs but also plan 

for the amount of data to be stored. 

 

Linking technology must exist for solutions to consolidate identities and view behavior 

patterns across multiple markets, payers, contractors or processors.  Behavior Engine 

technology must exist that identifies fraud perpetrators with atypical purchase and 

transaction patterns PRIOR to payment. 
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This technology will provide the ability to identify high-risk behavior patterns across 

markets, geographies and specialty group providers to detect fraud and abuse, and to 

educate providers that unknowingly exhibit unusual behavior patterns. 

 

A system and solution is not complete without necessary reporting and tracking.  Model 

validation and strategy validation analysis and reporting must be made available to ensure 

a strategy or model has not degraded or is no longer effective.   

 

Conclusion 

The opportunity exists to leverage predictive modeling techniques to improve on methods 

currently today.  Proven predictive solutions and infrastructure utilized in other 

industries, such as Financial Services, can be built upon and effectively utilized in 

healthcare for fraud and abuse identification and prevention.   
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